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What Is Cyber Polygon @

An international cybersecurity training
almed at increasing global cyber resilience

In 2024, Cyber Polygon will include an online training
on practical cybersecurity for corporate teams from all
over the world.

This year, Cyber Polygon is a partner of MENA ISC
and will take place together with the conference
on September 10-T1.

The initiative will be presented at the Cyber Polygon
booth during MENA ISC. There, the training results will ~

also be displayed \2/
Cyber Polygon 2024 Is organized by BI.ZONE
IN partnership with Salam




Strategic goals

® Develop the teams’ skills in repelling
cyberattacks

® EXxpand the practical knowledge
of technical specialists

® Engage the management of international
organizations and corporations
iNn the cybersecurity dialog

® Raise digital literacy among the population

The main goal Is to strengthen
cybersecurity at all levels




Technical training for corporate teams @

Scenario

Investigation of a sophisticated targeted attack @
on a technological organization

Participants é§§7

Cybersecurity teams from private companies, state agencies,
universities, non-profit and international organizations = /»

\ TR |
Team members \S\\/) ‘ \\\\Lﬁ

The training is recommended for specialists

interested in incident response, penetration testing, \///
blue teaming, and for cybersecurity students \ \‘t

1—10 members in a team



Legend

A targeted attack on a tech company

A company, ClosedML, released an innovative application based
on a machine learning technology. However, shortly after the release the

data model in the application started to degrade. The reason could not be
determined straightaway.

At the same time, one of the competitors announced their release

of a similar solution. At the presentation, the competitors revealed

a few product details — many of the features were suspiciously identical
to the ClosedML'’s solution.

The company specialists believe, degradation of their machine learning
model and the competitors’ actions are interconnected.

ClosedML have addressed a cybersecurity team to investigate
the incident.




Format

The teams will investigate an incident by applying
classical digital forensics and threat hunting
techniques

Duration
® 24 hours

The training results will be summarized
on the second MENA ISC conference day.

Participants will receive a certificate of training
completion




Facilities and support @

Platform

The training will run on BI.ZONE
Cyber Polygon Platform.

After the event, the tasks will become
available to Platform sulbscribers

Co Organizing team

BI.ZONE experts prepare the scenarios
for the training, provide the
infrastructure and support the
participants during the event




At the conference the guests will: @

® Watch the training in real time. A scoreboard
will be available for them at the Cyber
Polygon booth

® Solve test tasks on BL.ZONE Cyber Polygon
Platform

i
y

® Delve into the atmosphere of a technological \
SOC in VR format

® Test themselves for ability to resist cyber
fraud

® Learn about cybercriminal groups, active
in the Gulf countries

® Adopt new skills from BI.ZONE experts
In detection and countering cyberthreats
during workshops and sessions of MENA ISC



he previous Cyber Polygon combined @

an online conference and a technical
training for corporate teams

7 million viewers from 78 countries watched the conference

Among the speakers:

A live session with the International Space Station to commemorate
the 60th anniversary of the first manned flight to space.

Russian cosmonauts discussed data protection and prospects
for international cooperation in the space industry

Mikhail Mishustin, Prirne Minister of the Russian Federation

The Rt. Hon. Tony Blair, Prime Minister, Great Britain and Northern Ireland (1997-2007)
Professor Klaus Schwalb, Founder and Executive Chairman, World Economic Forum
Steve Wozniak, Co-founder, Apple Computer

Henrietta H. Fore, Executive Director, UNICEF Jurgen Stock Peter Maurer ,

. o ) ] ) Secretary General, President, International
Senior officials from Visa, Mastercard, EY, IBM, Microsoft, Ericsson, Trend Micro, INTERPOL Committee of the Red
Check Point, Kaspersky, and other global corporations Cross (2012-2022)




200 corporate teams from 48 cou r%ﬁ,es / @

joined the last technical training

1,000+

applications
received

20+ countries

with regular users
of BI.ZONE Cyber
Polygon Platform
in 2023
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Among Cyber Polygon training participants @
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100+ organizations from 30 countries @
have already joined the upcoming training \7

IEI"” ..

Registration is open
at https://cyberpolygon.com/

To ask any questions or express your
interest, kindly reach us
at team@cyberpolygon.com
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https://cyberpolygon.com/

